Configqure IHS 6.1 with SSL and WebSphere Application Server 6.1

1) Create a new directory to hold the key ring.
a) Create the directory <ihs_root>\ssl.
2) Open iKeyman in <ihs_root=>\bin
a) Bring up IHS’s Ikeyman. This can be done through either a
command-line window or using Start —> Programs —=> IBM
HTTP Server 6.1 —> Start Key Management Utility.
b) The command line can be executed from the <ihs_root>\bin
directory:
ikeyman.bat
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4) Create a key ring

a) Create a new key ring by selecting Key Database File —>
New

b) Use type CMS, file name ihsKeyring.kdb and a location of
<ihs_root>\ssl.

Click OK.
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5) When prompted for a password for the key ring, enter and confirm
wasledu as the password. If desired, modify the expiration time.
Check the “Stash the password to a file” check box. Click OK
and OK again for the informational box.
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4) Create a new self-signed certificate.
a) In Ikeyman, select Create —> New Self-Signed
Certificate and enter

Example Description

Key Label IHSCertificate
Common Name <domain_name>
Organization Royal Cyber Inc.
Organization Unit IBM WebSphere
Locality bolingbrook
State/Province IL

Zipcode 60563



DB-Type: CMS key datz
File Hame: CHAProgram F
Token Label;

Signer Certificates

Entrust.net Global Secure
Entrust.net Global Client C
Entrust.net Client Certifica
Entrust.net Certification Al
Entrust.net Secure Server
WeriSign Class 3 Secure §
WeriSign Class 3 Public Pr
WeriSign Class 2 Public Pr
WeriSign Class 1 Public Pr
weriSign Class 4 Public Pr
WeriSign Class 3 Public Pr
WeriSign Class 2 Public Pr
WeriSign Class 1 Public Pr
WeriSign Class 4 Public Pr
WeriSign Class 3 Public Pr
WeriSign Class 2 Public Pr
Werisign Class 1 Public Pr.
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Please provide the following:

Key Label

Version
HKey Size
Common Hame
Organization {optionaly
Organization Unit {optionaly
Locality i

IHSCertificate

‘w2k3wasE1 renet

‘Royal Cyher Ine,

e

Iboolingbrook

State/Province

IL

Zipcode tional

60343

Country or region {optional)

Validity Period

s Tz

365 Days

|| Reset || Cancel |

Add...
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HEE

Thawte Personal Premium CA
Thawte Personal Freemail CA
Thawte Persnonal Basic CA

5)  Click OK
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6) Exit iKeyman

List the contents of the directory <ihs_root>\ssI\ and verify that the

following files were created:

ihsKeyring.kdb
ihsKeyring.sth
ihsKeyring.crl
ihsKeyring.rdb
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Configure a Virtual Host on IHS for HTTPS

This section of the document modifies the httpd.conf in order to define
the required setting to enable SSL for IBM HTTP Server. This includes
loading the SSL module, defining a listener port, defining a virtual host
and enabling SSL.

1) Add your domain name <domain_name=> to hosts file.
a) Edit C:\Winnt\System32\Drivers\etc\hosts
b) Add a line at the bottom of the hosts file for
<domain_name=> in our case it w2k3was61.rc.net and use your
system’s IP address.

P hosts - Notepad ) ] ]
File Edit Format Yiew Help

# Copyright (c) 1953-195%% microsoft Corp. ]
*

# This is a sample HosTS file used by Microsoft TCP/IP for windows.

&

# Thi= file contains the mappings of IP addressesz to host names. Each

# entr{ should be kept on an indiwvidual Tdine. The IP address should

# be placed in the first column followed bg the corresponding host name.

# The IP address and the host name should be separated by at least one

# space.

*

# Additiuna11¥, comments (such as these) may be inserted on individual

# Tines or following the machine name denoted by a '#' symbol.

*

# For example:

&

# 102, 54,54, 07 rhinc. acme. com # source server

& 38.25.863.10 X. acme. Com # x client host

127.0.0.1 Tacalhost w2k 3wasgl

192.168.126.13%9 w2k3was6l.rc. net

<] H




c) Save the file.
2) Backup the httpd.conf.

a) Since changes are about to be made to the httpd.conf, it

would be a good idea to make a backup of it before starting.

Copy the httpd.conf in <ihs_root>\conf to httpd-
backup.conf.

3) Add Virtual Host definition for HTTPS. This allows for the

definition of HTTPS on a separate virtual host from HTTP.

a) Edit the httpd.conf in <ihs_root>\conf.

b) Load the SSL module by adding the following line after

where most of the other Load Modules are done:

LoadModule ibm_ssl_module modules/mod_ibm_ssl.so

httpd.conf - Notepad il o ] |
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LoadModuTle dir_module modules/mod_dir.so _:j

Loadmodule env_module modules /mod_env.so

#Loadmodule exqires_mudu1e modules mod_expires.so
#LoadModule file_cache_module modules /mod_file_cache.so
#LoadModule headers_module modules /mod_headers. so
#Loadmodule map_module modules/mod_imap.so

Loadmodule include_module modulesmod_include.so
#LoadModule info_module modules mod_info.so

#LoadModule sapi_module modules mod_isapi.so
Loadmodule log_config_module modules mod_log_config.so
Loadmodule mime_moduTe modulesmod_mime.so

#LoadModule mime_magic_module modules/mod_mime_magic.so
#LoadModule proxy_module deu1esmed_qux .50
#LoadModule proxy_connect_module modules/mod_proxy_connect.so
#Loadvodule proxy_http_module modules/mod_proxy_http.so
#LoadModule prowxy_ftp_module modules /mod_proxy_ftp.so
#LoadModuTle rewrite_module modules /mod_rewrite.so
Loadmodule setenvif_module modules/mod_setenvif.so
#Loadwodule speling_module modules/mod_speling.sao

#LoadModule unigue_id_module modules/mod_unigue_id.so
Loadmodule userair_modu1e modules /mod_userdir.so
#Loadmodule usertrack_module modulesmod_usertrack.so
#Load —=H me igs. so
GadModule ibm_ss1_module modules mod_ibm_ss1.s0

Listen: allows you to bind apache to specific IP addresses and
ports. See also the <virtualHosts directiwve.

Listen directiwves should be gualified with either an IPv4 or IPWE address.

Use 0.0.0.0 for the default IPw4 address and [::] for the default IPvE address.

e.d. Uncomment the following 1ine to Listen on IPw6 Port 80 on windows xXP or 2003
Listen [::]:80

Use Listen 0.0.0.0:80 or afpaport 80 if you also wish to accept connections ower IPwd,
windows IPw6 networking must be configured before enabling IPwé Listens.

FHEFEFEFEFEEFEF

F

## To enable AFPA on supported windows operating Systems delete the "#" symbol in
## front of the "Loadwmodule ibm_afpa_module modules/mod_afpa_cache.so" directive
e
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c) Add the following lines to httpd.conf to configure the
virtual host and SSL. Make sure to use the correct ServerName
for your machine (was61hostXX) and the appropriate
DocumentRoot and Keyfile. Place these lines near the very
bottom of the httpd.conf, after the VirtualHost example and
before the loading of the WebSphere plug-in module.

Listen 443

<VirtualHost w2k3was61.rc.net:443>

ServerName w2k3was61

DocumentRoot “C:/Program Files/IBM/HTTPServer/htdocs/en_US”
SSLEnable

Keyfile “C:/Program Files/IBM/HTTPServer/ssl/ihsKeyring.kdb”
SSLV2Timeout 100

SSLV3Timeout 1000

</VirtualHost>

SSLDisable

[P httpd.conf - Notepad I : i [m] 9]
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# for further details before you try to setup wirtual hosts. |
&

# vou may use the command 1ine option '-5' to verify wour virtual host
# configuration.

&
# Use name-based wirtual hosting.
e

#rlamevirtualHost ¥

I

# virtualHost example:

# almast any apache directive may go into a virtualHost container.

# The first wirtualHost section is used for requests without a known
# server name.

d#virtualHost %>

sarverAdmin webmaster@dummy-host. example. com
CocumentRoot /www/docs/dumm¥—host.examp]e.cum
sarvername dummy-host.example. com

ErrorLog Togs/dummy-host.example. com-errar_To

Customlog logs/dummy-host. example. com-access_Tog common
# A rtualHost>

F* = H

Listen 0.0.0.0:443

<virtualHost w2k3wasel.rc.net:443>
Serveriame w2k3wasol
pocumentrRoot “cC:/Program Files/IBM/HTTPServer /htdocs s en_us™
ZSLEnable
Keyfile “c:/Program Files/IBM/HTTPServer/ss1/IHSKeyring. kdb™
SSLW2Timeout 100
SSLVIETimeout 1000

< virtualHost

EsLpisable

#LoadModule was_ap20_module "C:iwProgram FilessIBMWHTTPSerwversPluginssbinymod_was_ap20_http.d11"
#webspherePluginconfig "C:y\Program Filesh\IBMMHTTPServerPluginshconfigiwebserverlyplugin-cfg. xm1"

Loadmodule was_apz0_module "C:\Program FilesMIBMAHTTPServeriwPluginsibinymod_was_apzo_http.dll” -J

4] 2

d.Save your updates and exit the editor




Testing the SSL Connection

1)

2)

Restart the IBM HTTP Server process so that the new httpd.conf
settings take effect

a) Using the Window Services, select the IBM HTTP Server
6.1 service from its context menu select Restart

b) Verify that the IBM HTTP Server process is running by
checking the system process list. If IBM HTTP Server failed to
start, check the <ihs_root>\logs\error.log and
<profile_root>\logs\<webserver=>\http_plugin.log for the cause.
Connect to IBM HTTP Server using HTTPS

a) First, verify that the Web server is actually running.
Connect to the following site:

http://w2k3was61/
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b) Now that the Web server is known to be running, enter the
following URL to verify that HTTPS is working (notice, the only
different is that the HTTP protocol was replaced with HTTPS):

https://w2k3was61/

c) There should be a challenge regarding the certificate since
it is self signed

) about:blank - Microsoft Internet Explorer =10l x|

File Edit ‘iew Favoribes: Tools  Help | "‘.

Ry Betkir |ﬂ @ :‘ | ,‘t'Search ¢ Favorites 4 | [0+ fg f:.; [ ﬂ
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-

Security Alert x|

r.'ﬂ Information you exchange with this site cannot be viewsed or
g changed by others. However, there is a problem with the site's
secLrity certificate.

& The zecunity certificate was izsued by a company pou have
not chosen to trust. Yiew the certificate to determine whether
you want bo trust the certifwing authority,

o The security certificate date is valid,

& The name on the securty certificate iz invalid or does not
match the name of the site

Do pou want to procesed?

HNo Wiew Certificate

s
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e) The front page for IBM HTTP Server should now be
displayed having used HTTPS.
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That takes care of talking to the Web server with HTTPS. But, in order
for the HTTPS connections to be able to reach the application server,
port 443 needs to be enabled on the application server’s virtual host.
WebSphere Application Server V6.1 automatically adds port 443 to the
default virtual host, but it would be a good idea to verify that it is
there.

1) Using the administrative console, select Environment —>
Virtual Hosts.

2) Click default_host.

3) On the right, under Additional Properties, click Host Aliases
4) Verify that port 443 is one of the ports listed. If it is not, you
should add it.
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5) Since this document has configured the IBM HTTP Server to be a
managed server, it is possible to propagate the correct version
of the keyfile through the console. Using the administrative
console, navigate to Servers —> Web servers. Click your Web
server, and then under the Additional Properties click Plug-in
properties.

6) In the Plug-in key store file name, accept the default of
plugin-key.kdb and click Copy to Web server key store
directory. By checking the new date and time stamps of the
directory entries, it is possible to verify that the key rings were
in fact updated.
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Web servers > webserverl > Plug-in properties

Use this page to configure s Web server plug-in. The plug-in passes HTTP requests from a Web server to
Application Servers,

Runtime Configuration

Plug-in properties

Additional PI'DEeI'I:ies
Fegquest and Re:
[T 1gnore DHS failures during Web server startup Caching

# Refresh configuration interval Feguest Routing

£0 seconds Custorn Propertic
Repository copy of Web server plug-in files:
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7) Test the HTTPS connection from the browser, through IBM HTTP

Server, and back to WebSphere Application Server using snoop.

a) Ensure that the WebSphere Application Server profilel is
running.

b) Restart the IBM HTTP Server.

c) Using a browser, verify that snoop is reachable with the
following address:

http://w2k3was61/snoop

a Snoop Servlet - Microsoft Internet Explorer ;IEILI
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Snoop Servlet - Request/Client Information

Requested URL:

|http:ﬂw2k3was6 Vsnoop |

Servlet Name:

|Snoop Servlet

Request Information:

|Request method |GET
|Request TTEI |fsnoop
|Request protocol |H'I'I'PJr 12l
|Servlet path |fsnoop
Path info <none>
IPath translated I<none>
|Character encoding !<none>

~|
{i | L4
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d) Now try snoop using HTTPS, using the following URL
(make sure to use HTTPS):
https:// w2k3was61/snoop

e) Accept the certificate if prompted.

a Snoop Servlet - Microsoft Internet Explorer ;IEILI
File Edit ‘Wew Favorites Tools  Help | i"i'
QBxk -8 - ¢ & | - Search 7 Faverites 4% | (SR [E
address IS;EJ https:{ fw2kawas61/snoop j GO | Lirks **
N

Snoop Servlet - Request/Client Information

Requested URL.:

|https:ffw2k3was6 Vsnoop |

Servlet Name:

|Snoop Servlet

Request Information:

|Request methed |GET

|Request TURI |fsnoop

|Request protocol |HTI'PJ’1. 1

|Servlet path |fsnoop

|Path info |<none>

|Path translated |<none>

|Character encoding |<none> .

J | | wt

|&] Dore l_ l_ l_ l_ ré_ | @ Trusted sites 5

Notice that the snoop servlet is showing that the connection was made
via HTTPS.




